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Preface

Preface About This Document

How To Use This Document

This document is intended to provide a goaterstanding of the functionality shared by the varmaraations
of the AnybufRemoteComlt does however not cover any network specific featuresjsihigtead provided
through separate documents, known as Interface Addendums.

The reader of thisodument is expected to be familiar with industrial networking systems, and communication
systems in general.

For more information, documentation etc., pl ease v

Important User Information

The data and illustratiormihd in this document are not binding. We, HMS Industrial NetworkssaB/e the
right to modify our products in line with our policy of continuous product developmentoirhation in this

document is subject to change without notice and should catdidered as a commitntgnHMS Industrial

Networks AB. HMS Industrial Networks AB assumes no responsibiity ferrors that may appear in this

document.

There are many applications of this product. Those responsible for the use of this deviserdiadtall the
necessary steps have been taken to verify that the application meets all performanae guidesadetis
including any applicable laws, regulations, codes, and standards.

Anybus® is a registered trademark of HMS Industrial NetdBrl&ll other trademarks are the propeftheir
respective holders.

The examples and illustrations in this document are included solely for illustrative purposestizensrse of
variables and requirements associated with any particular imptemeiii& IndustriadNetworks cannot assume
responsibility or liability for actual use based on these examples and illustrations.

Warning: This is a class A product. In a domestic environment this product may cause rad
interference in which case tserumay be required to take adequate measures.

ESD Note:  This product contains ESD (Electrostatic Discharge) sensitive parts that may be
if ESD control procedures are not followed. Static control precautions are require
handling the producFailure to observe this may cause damage to the product.
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Conventions & Terminology

The following conventions are used throughout this manual:

ANumbered lists provide sequential steps

ATablesprovide informatiomot procedural steps
AThe term®RemoteCoh r ef er s RemoteCéne Anybus
AHexadecimal values are written in the format NNNNh, where NNNN is the hexadecimal value.

AAIl measurements expressed in this document have a tolerance of +0.25mm unlesstatiterwise

A16/32 bit values are generally stored in Motorola (big endian) format unless otherwise stated.

Term Extract Description
TCP/IP Transmission Control Proto] TCP (Transmission Control Protocol) is a set of rules used alaoteynéth t
Internet Protocol Protocol (IP) to send data in the form of message units between comp!
Internet.
HTTP Hyper Text Transfer Protoc| HTTP is a set of rules for exchanging files (text, graphic images, sounc
other multimedia files) on the Web
DHCP Dynamic Host Configuratio DHCP is a standard protocol that automates the process of configuring
Protocol hosts by allowing hosts to obtain IP addresses and configuration parar
Gateway A device that makes it possible to transbetwatn networks of different k
e.9. Modbus/RTU and Modbus/TCP.
Template Describes a Modbus slave device, as a collection of groups and paran
Device A Modbus slave unit that is connecteReortbeCam
@ This symbol indicates usefuliinstions on how to use the product.
& This symbol indicates important informatiboutthe product.
Support
HMS Sweden (Head Office)
E-mail: support@hmsetworks.com
Phone: +46 (0) 3517 29 20
Fax: +46 (0) 3517 29 09
Online: www.anybus.com
HMS America
E-mail: ussupport@hmsetworks.com
Phone: +1-7734042271
Toll Free: 8888-Anybus
Fax: +1-7734041797
Online: www.anybus.com
HMS Germany
E-mail: gesupport@hmsmetworks.com
Phone: +49-721964720
Fax: +49-7219647210
Online: www.anybus.com
HMS Japan
E-mail: jp-support@hmsetworks.com
Phone: +81-454785340
Fax: +81-454760315
Online: www.anybus.com



Chapter 1

Chapter 1 About the Anybus RemoteCom

General

The Anybus® RemoteComodule acts as a bridge from Modbus TCP to Modbus RTU, making it possible for a
Modbus TCP based controller to connect with Modbus RTU based deviéeg/blis® RemoteComiill also
handle alarm management,-tzdging as well as providing advabed user interface for accessing data.

SomeRemoteCorfeatures
Graphicalserinterface that is easy to work with
Support for device templates to allow easy and flexible management of configurations

Advanced modem handling, with support for GSM/GPRS modems as well as
analogu¢PSTN) modems

Improved alarm handling, now with alarm hishmid SNMP support
Language support
Support ér sending logjles with email or FT.P

Web Browser

Modbus TCP

Modbus TCP Master
(SCADA, PLC etc)

Anybus RemoteCosupportsanRS232connectiorthrough a $ole DSUB or R885

(screw connectionlf alsosupports 10/100Mbps Ethernet through a standard Ethemmeéctor (R45).
It can be configured viaugerfriendlywebinterface or by using teybusiPconfig utility(available at
www.anybus.com


http://www.anybus.com/

About the Anybus RemoteEdm

Mounting

A 3 Snap on B 0 Snap off

Snap thékemoteConon to theDIN -rail (as described on picture A above).

Connect the Ethernet cable to the RJ45 connector.

Connect the ModbusRTU network to the DSUB connectorZB8 or thescrewconnector (RS185).
Connect the Power Supply and apply power.

a rc w N

Now you can start usinfpte Ga t e wa pnybudPsoefig Utlitey 0 t o confi gur e t
other network settings. See sectidhapter Zonfigure theRemoteContP-addres®n page2-1 for
information.

The default IP addss of theRemoteConis 10.200.1.1
@ Please changaig IRaddress to a valid address in your network. Also, make sure not to
- power up more than one network attadRechoteContefore IRaddress is changed or DHCP
enabled.



About the Anybus RemoteE®m

Connectors

Serial interfa

(DSUBY, R8232) Ethernet interface

(R345, 10/100 Mbps)
ModbusRTU or Modem interface, RS-232

The 9pole DSUB, male connecibn theRemoteConunit contains aRS232 interface. This port can be used to
connect to any equipment with anZ33 interface.

(Male)

Pin number Function

CD (Carrier Detect)

Rx (Receive)

TX (Transmit)

DTR (Data Terminal Ready)
GND

DSR (Bta Set Ready)

RTS (Request To Send)
CTS (Clear To Send)

RI (Ring Indicator)

© (0 |N [ |0 | W (N |-

Ethernet interface

The Ethernet interface supports 10/100Mbps, using a standtraétihector.



About the Anybus RemoteGGdm

PowerSupply

Serial interface R232/ RS485

Power supply connection / Digital inputs and RS232/RS485 interface

Pin number Function Comment

24 Vin+ 928 VDC (Power requirement 2W)

23 Vin Ground connection

22 Digital put2+ Optdsolated input 2, logic HighAMDC, logic Lov#\0DC

21 Digital putl+ Optaisolated input 1, logic Higk4AMDC, tic Low-2VDC

20 Digital putCommon Optdsolated ground. To read the status of the inputs the internal Gatey
must be enabled, seetion Chapter 5 Internal Registers ordpfageriore
information

19 No Connect

18 No Connect

17 RS232 Receive (Input) | This port could be used to communicate with Modbus device2@2ipane |

16 RS232 Transmit (Output

15 Common Common for the R® and R&35

14 RS485 Line A This port could be used to connect to any equipmenSwib iheeRace

13 RS485 Line B




About the Anybus RemoteCom

LED Indicators

Status @

Module Status
EE U O Serial Link Status
Activity @ Ethernet Activity/Collision

REMOTE COM W O Link

ETHERNET

LED description

Name Colour Function
Module Status OFF No power
Green Module is running in normal mode
Orange During boatp
Serial Link Status Flashing Green Serial Packet receive
Flashing Red Serial Packet transmit
Orange During boaip
Ethernet Activity/Collision | Flashing Green Ethernet Packet received
Flashing Red Ethernet Collision detected
Link OFF No Ethernet Lidktected
Green Ethernet network detected, 10Mbps
Orange Ethernet network detected, 100Mbps
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Chapter 2 Getting started

Configure the RemoteCom IP-address

About the Anybus IPconfig utility

The AnybuslPconfig utility is a P@ased configuration utility to s&H/IP network settings in ti®emoteCom
This utility has the ability to scan the Ethernet network for coniexterieCondevices and let the user set
IP-address, net mask, gateway, DNS and hostname for each unit.

Installation

System Requirements

- Pentum 133 MHz or higher

- 5 Mb of free space on the hard drive
- Win 95/98/ME/NT/2000/XP

- Network Interface Card (Ethernet)

Installation Procedure

There are two methods to install Amybus IPconfig utility ; either download it from thnybuswebsite
or use thénstallatiorCD-ROM.

- Using theCD-ROM: Ru n -AoyBuslPounpf i g. exedé and foll ow the

- From website: Downloadthe selik t r act i ng i nst-AybusPbnbhgpeargké
from www.anybus.coend runit.

o

Scanning for connected devices 8 Ayt ooy =

P [sm | G [ oHCP | version [ Tupe [ Mac
When th@\nybug PQ)nflg utlllty |S Started It Wl” 1020011 2R5 25500 10200110 aff 3200  ‘WebScada 00-30-11-FB-02-0D
scan the Ethernet network fRemoteCom
devices. All detected devices will be presented
list in the main window.

If you want to force a new scan for devices, yol
can pr$ans Hutet @n.

Column Contents Comments

IP The IP address -

SN The subnet mask -

GW The default gateway -

DHCP Dynamically assigned IP address On/Off -

Version The version of the applicabéware -

Type The product type -

MAC The MAC address of the RemoteCom Printed on a label on the device in HEX format
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Getting Start@e?

Changing IP settings

To change the IP settings on a detected device,-dliciblen the device you want to configure in the list of
devices. This will open up a dialog whawecgn enter the desired IP configuration.

To obtain the necessamjormation about IP addresspaet mask etc. please contact your network administrator.

=5

@ Configure: 00-30-11-FB-02-00

Ethermet configuration

IP address: | 10 . 200 . 1 1 DHCP
" On
Subnet mask: | 255 255 . 0 .0
o 0if
Diefault gateway: | 0. 200 . 1 10
Primary DMS: | 0 .20 . 1 .1

Secondary DNS: | g .0 .0 .0

Hostrame: |W5

Pazzword: | | Change paszward

Mew pazsword: |

Cancel

Field Contents
IP Address The IP address of the RemoteCom
Subnet mask Mask nigvork
Default gateway | The default gateway in the network
Primary DNS The primary Domain Name Server
Secondary DNS | The secondary Domain Name Server (optional)
Hostname Here you could enter a hostname for your device
Password The default pagsd forauhent i cati on of the new sett
New Password | Tochangetipas swor d, first check the 6Change

DHCP

SettingMeaning:
On Use servaassisted IP settings

Off  Use the settings described below

Note:Do not select the DH@ption unless you have a DHCP server available on the netv

Change Passwor

Check this checkboxfieldl o enabl e the 6New

PresSedngvi & |

RemetaCGomlevicehtareboot arapplythe new settings.

You can test the new settibgsopening a wettrowser and enter the IP yassigned to the device
If you selected DHCP and want to know what IP your desvecbeen assigned, you caa dew scan
with theAnybuslPconfig utility to vew the new network configuration

0
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Log in

Opena web browser (Internet Explorer for example) and enter the IP address you haveRemartetBenunit
with theAnybusiPconfig utility. For example, if you entered the address 0040en you should enter the text
below in the address field oé throwser and press enter.

http://10.1010141

Now you should see the login screen:

@Anybus—RemateCom—Mozilla Firefox =HACEL X
File Edit View History Bookmarks Tools Help
<ﬁ - - @ g @ http://10.10.10.141 /cgi-bin/read.cgi?page=login.html +| B | |[Gl-| Google L,
@Anyﬂus RemoteCom
Username |
Password
To be able to confi guragmintdéhe nGadmebwowmy eyou shoul d ent
The def aul admpéa.ssword i s 0

You can later change the default password to sonhértg else(recommended)
This will be described in sect@mapter ®n pagé-1.

If you have problems to log in and you are sure that your password is correct, makaCape ltloatiis
@ not enabled on your keyboard.
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Chapter 3 Web-page overview

Browser requirements

The wekbpages are dptized for Internet ExploremdMozillaFirefox. Other browsers can waak well, buthe
webpages might appear differentlye browsermust be JAVA enabledto use pages with JAVA content (I
the graphpage)l f it 6 s muovivjava.pohte dowrdoadvailAvialtgin for your browser.

The picture below shows the welcome sevbrhis shown when you first log into the module.

@@ Anybus RemoteCom

ogged in as: Admin ato
8 STATUS DEVICES ALARM LOG CONFIGURATION SETUP ABOUT

WELCOME

Menu overview

To navigate on the wegdages, use the menu itemailableSelecPag€Go), StatusAlarm,Log, Configurabn and
Setup.

@@ Anybus RemoteCom

ogged in as: Admin ato
8 STATUS DEVICES ALARM LOG CONFIGURATION SETUP ABOUT

Logout Button


http://www.java.com/

Web Page Overvig®

Configuration menu

When you choose ti@onfiguration menu, a sub menu will appear:

@®Anybus RemoteCom

ogged in as: Admin ato
8 STATUS DEVICES ALARM SETUP ABOUT

TEMPLATES DEVICES ALARM LOG BINDINGS

Sub menu Description

Templates Useddcreate, edit and backup templates for your devices

Devices Define the devices which you connect to the RemoteCom

Pages Create and edit the structure of the presentatiageseind also select parameters to be
presented

Alarm Used to enable/disaBMS/Email/SNMP alarms, and also to create and modify alarm pai

Log Configure the behavior of thilép@nd also create/modifgdommeters

Bindings Enableand configueut omat i ¢ parameter fAcopyingo
confgurable interval

Setup menu

When you choose tigetupmenu, a sub menu will appear:

@®Anybus RemoteCom

ogged in as: Admin ato
N STATUS DEVICES ALARM LOG CONFIGURATION

MODBUS MODEM REGIONAL E-MAIL SNMP WEBSERVER FTP ETHERNET BACKUP FIRMWARE

Sub menu Description

Users Create and modify users, you also specify phone numizl fandlarms here
Modbus ModbusRTU and ModbusTCP configuration

Modem Modem configurations (Analogue, GSM, GRRS difir)

Regional Configurdate/timéormat, NTP seragéd generic module information

E-Mail Configures all that is needed to send emails from the RemoteCom
SNMP Configure SNMP trap properties

Webserer Define which port the RemoteCopemaly should use

FTP Setup a receiving FTP server for log files

Ethernet TCP/IP configurations, lieeltiPess, DHCP, DNS etc

Backup Backup/restore all settings, and also do a factory reset of the RemeteCom modul
Firmware Used to download new firmware to the module




Web Page Overvie®

Status

This page shows some status information about the Modbus interf&atusbereens split into two columns,
OModbus/TCP messages a @tlaer Modbus messages T h e /T MRntkssagdeld shows information
about requests that originate from a master attached to the gate@thgrdriddbus messadedd shows
information about requests that originate fedhrer nternal applications (Log/Alarm)WebPages.

@ Anybus RemoteCom

DEVICES ALARM LOG CONFIGURATION SETUP ABOUT

Modbus/TCP messages Other Modbus messages
Number of Connections o 3
Valid Responses
Serial Timeouts
CRC Errors
Buffer Overruns

Frame Errors

e e e o 0 e
e 0 e o w

Exception Responses

Connection status Modem Dial in/ Dial out disabled

Field Comments

Numbeof connections | Indicates the number of open connections to a Modbus TCP master.

Internal queries indicate number of pending queries from WebPages + the internal conner
(Alarm/Log) application.

Valid Responses Counts valid responses from tHeusIBI'U slaves.

Serial Timeouts The number of thmgs from attached slaves.

CRC Errors The number of CRC errors on incoming Modbus/RTU responses.

Buffer Overruns If an incoming Modbus/RTU response is larger than 300 bytes, this will cafieetthevepfdvaL
Frame Errors If an incoming Modbus/RTU response has incorrect length or some other fault in the frams

a Frame Error.

Exception Responses | Counts all exception responses from the connected Modbus/RTU slaves.

Modem Status

The modem status fiedlowsthe stateof an attached modem

Connection status Comments

Connecting to Internet Calling Internet Service Provider and negotiate for a connection.

Waiting for incoming connecti¢ The unit is waiting for an incoming call

Waiting for Event/Alarm The unit is in standby mode, and when an alarm or event appear it will connect to |

Connection established A connection to Internet is established and data will be sent.

Incoming connection is in prod There is an incogicall and correct baud rate, user name and password is being vel

Modem disabled Not possible to connect using the modem
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Alarm

The Alarm page shows all acéiad unacknowledged alarms. It is also possible to select to view the status of all
corfigured alarm#Jsethe button in the lower left area of steeerio toggle between the two modes

@®Anybus

[Selectpage [« |l co I NITERE AT (W= LOG CONFIGLURATION SETUP ABOUT
ALARM HISTORY

RemoteCom

Class | Sever Status Acknowledge

Device Description

1 1/O Extender RTD Input 2 [°C] 1 Warning | PraD

[Cacknowledge all ] (_showall ]
Alarm history
T h é\lartn History screershows all alarmstHeiveo c c ur r ed. T o c Iclea historydh i bsu tltiosnt.

@Anybus RemoteCom

LD

|Selectpage [« | co YIRS (6= LOG CONFIGURATION SETUP ABOUT

ALARM STATUS

Device Description Time Type |Class| Severity Additional
6 1/O Extender RTD Input 2 [°C] 2008-06-02 13:51:50 | Acked 1| Warning Administrator
5 1/O Extender RTD Input 2 [°C] 2008-06-02 13:51:15 | Mormal | 1 | Warning 20.6
4 1/O Extender RTD Input 2 [°C] 2008-06-02 13:45:35  Occured | 1 | Warning 26,8
3 1/O Extender RTD Input 2 [°C] 2008-06-02 13:44:15 | Mermal | 1 | Warning 21,1
2 1/O Extender RTD Input 2 [°C] 2008-06-02 13:43:37 | Acked 1| Warning Administrator
1 1/O Extender RTD Input 2 [°C] 2008-06-02 13:42:47  Occured | 1 | Warning 254

clear history show occurrence
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Log

Fromthispage i tds possi bl e t RemdaCanifloggamghadbbem enabied). Simply e f
cl i cHowrlliohdd BHButton to downl oaddawi ewttbe foblegmowvwech
file. To view the lefjle as a graph,ake sure that JAVA is installed on your computer.

r
i

The graph will show all parameters in thé logl e , but in the graph itds poss
(by clicking on the square next to the parameter mhm#ree first log pointsiivde displayed in the graph. To

show a logpoint justdick the square in front of the parameter namendke it disappear from the view click the
squareagain

At the top right corner there navigation buttons:

Scroll graph up Back to starting view
Scroll graph left Zoom in
Scroll graph right Zoom out

Scroll graph down

By using a left click on the mouse, keep the button down and release it at the diagonal corner of a box the graph
zoom to that size.

By right clicking and kaieg the button down the graph can be scrolled by moving the mouse.



